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Free Speech Code


New mediums of communication can and will upend long-held notions about the freedom of information; what constitutes speech, and the rights to own and view copyrighted or secretive information. Copyright law has a doctrine called ‘fair use’ that allows for limited reuse of copyrighted material for private citizens who have not licensed the material. Reverse engineering is considered a legal way to gain information, and methods to reverse engineer protections on copyrighted material might be considered fair use. The copyright holder may own the content, but the licensed owner of the copy might in some circumstances be permitted to do whatever they want to their property.  A court case in New York, Universal Studios v Reimerdes, upheld that the defendant could not, under law, disseminate computer code that would circumvent security measures.


Computer code in this case was not held to be free speech, and although in some cases, subject to first amendment scrutiny. It would be a content-based restriction to disallow the dissemination of the code because it is expressive. However, the courts found that because of the functionality of the code, it is content-neutral and only incidental to the first amendment. The Digital Millenium Copyright Act (DMCA) holds that certain code can be considered unprotected speech if it attempts to thwart copyright protection.


Computer code is not generally held as free speech. However, there are certainly instances in which it could be. To be held to the strictest standard, such code would have to be political in nature. The most notable would be in the case of disseminating the code for Diebold voting machines. A California district court found in OPG v Diebold (2004), that Diebold had violated two students’ rights by misusing the DMCA to demand that the code flaws they had found in the voting machines be taken down from the internet.


The Supreme Court struck down prior restraints on publication in Near v Minnesota (1931), and have written, “Prior restraints on speech and publication, are the most serious and least tolerable infringement on First Amendment rights”. Injunctions against speech are considered far more tolerable, but they can have the same effect as prior restraint in a given circumstance. MIT graduate students in August 2008 were subject to an injunction at DEFCON, a yearly hacker conference in Las Vegas, from talking about the vulnerabilities in smartcards used on the Boston subway system, and releasing the code with which they were able to hack the cards. The injunction was subsequently lifted, only after the conference and opportunity to speak was past. While the talk may have caused damage to the subway system, it does not cause imminent damage to the public, and disseminating knowledge about how to commit an illegal act is not an illegal act itself.

Similar lawsuits have been files against computer researchers and talks by professionals, particularly at DEFCON, have resulted in arrests, lawsuits, and legal threats. The question of when and how computer code and security information is free speech is unresolved and only further complicated by unclear legislation such as the DMCA. With the next generation of media being so clearly the Internet, an invention possibly more crucial to free speech and revolutionary than the printing press, the laws that currently regulate computer code should have more free speech application and be subject to the strictest standard of the First Amendment.

